Attachment 2b


POTABLE WATER VULNERABILITY ASSESSMENT CRITERIA

SANITARY SURVEY (Unintentional Threats)

1. CHARACTERIZE THE DRINKING WATER SYSTEM (Permanent or Temporary)

1.1 Determine the potable water mission objectives and prioritize them:  

· Mission-Critical Operations

· Force Protection  

· Firefighting

· Potability (what drinking water standards must be met)

· Sanitation 

· Other (e.g., non-critical industrial processes, irrigation, etc.)

1.2 Identify Each System’s Critical Assets 

· Water Sources (groundwater, surface water, purveyor supply) 

· Transmission System

· Treatment Processes

· Storage (raw, treated, and firefighting)

· Distribution 

· Supplemental Support Systems (power, personnel, communications, Supervisory Control and Data Acquisition (SCADA), transportation)

1.3 Describe How the System Operates (Overview)

· System configuration  

· System Integrity (e.g., component ages, structural condition and associated problems)

· Operational Parameters (e.g., pressure and disinfectant residual ranges)

· O&M Programs

· Monitoring Program

· Supply and Demand (total and firefighting)

· Chemical Use, Handling and Storage

· Projected Capital Improvements 

· Projected Changes to Operations and Maintenance

2.  DETERMINE CRITICAL ASSETS SUBJECT TO NONINTENTIONAL ADVERSE CONSEQUENCES 

2.1 Identify Critical Control Points (CCPs) Subject to Contamination and/or Service Disruption   

· Water Sources (groundwater, surface water, purveyor supply)

· Facilities

· Intake and pump equipment 

· Controls

· Purveyor transmission lines 

· Transmission System

· Pipelines

· Transmission Pumps

· Valves

· Appurtenances (hydrants, backflow prevention devices (BPDs), blow-offs, taps, couplings, etc.)

· Treatment Processes

· Facilities

· Process equipment

· Controls 

· Chemicals

· Storage (raw, treated, and firefighting)

· Tanks/Containers (fixed or temporary)

· Controls

· Valves

· Appurtenances (hatches, vents, overflow pipes, etc.)

· Distribution

· Pipelines (mains, laterals, service lines, building plumbing, mobile transport)

· Booster Pumps

· Valves

· Appurtenances (hydrants, backflow prevention devices (BPDs), blow-offs, taps, couplings, etc.)

· Supplemental Support Systems

· Power

· Personnel

· Communications

· Supervisory Control and Data Acquisition (SCADA)

· Transportation

3. EVALUATE EXISTING COUNTERMEASURES 

3.1 Assess Potable Water Protection Programs, as a Minimum:   

· Operations and Maintenance

· Training and Resources

· Source Water and Wellhead Protection Program

· Cross-connection Control and Backflow Prevention 

· Mains Flushing and Fireflow Testing

· Pipeline Breaks, Installations, and Disinfection

· Valve Inspections and Exercising

· Storage Tank Operation (e.g., turnover), Inspections and Maintenance

· Treatment Processes O&M 

· SCADA/Telemetry Systems O&M

· Capital Improvements Roadmap

· Monitoring 

· Environmental Sampling, Analysis and Monitoring (ESAM) Plan

· Quality Assurance/Quality Control

· Outside Laboratory Support

· Maximum Contaminant Level (MCL) Exceedence Procedures (e.g., follow-up monitoring and reporting) 

3.2 Assess Contamination and Disruption Factors for each Critical Control Point (Site Survey)

· Contaminant Sources (e.g., POL/hazmat storage, agricultural/industrial activities, sewage lines, injection wells, RCRA sites, birds/rodents/farm animals/pests, vehicle transport and parking, etc.)   

· Potential Contaminants and Routes of Entry  

· Route of Entry Accessibility (e.g., pressurized/unpressurized point, effective/deteriorated hatch seals or vent screens, presence/absence of proper backflow protection, permeable/impermeable geology, etc.)  

· Contaminant Attenuation Factors 

· CCP Location Relative to Treatment Process

· Type of Treatment 

· Contact Time (if applicable)

· Dilution (e.g., storage volume, interconnections with other supply water, etc.)

· Contaminant Delay Factors

· Proximity to Consumers

· Estimated Travel Time Between Introduction Point and Consumer Point of Use (POU)

· Contaminant Detection Capability (e.g., in-line continuous monitor)    

· Isolation Valves

· Emergency Bypasses

· Redundant Components and Backup Systems 

4.  IDENTIFY ADVERSE CONSEQUENCES TO AVOID

4.1 Determine Credible Contamination and Disruption Threats, and Associated Hazards

· Insufficient O&M

· Contaminant Spills, Leaks and Runoff

· Natural Event (e.g., flooding, high winds, drought)

· Major Accident (e.g., POL or munitions detonation, fire, aircraft mishap)

4.2 Perform Adverse Consequences Analysis for Each Credible Threat; Identify:

· Critical Assets Most Vulnerable to the Threat  

· Potential Magnitude of Effects on the Potable Water System, Mission and People 

· Likely Service Disruption Hazards and Consequences on Mission and People

· Likely Contamination Hazards and Consequences on Mission and People

5. ASSESS LIKELIHOOD OF NONINTENTIONAL INCIDENT FOR EACH VULNERABLE CCP

5.1 As a Minimum, Consider the Following Items:

· All Contamination and Disruption Hazards 

· Incident/Analytical History 

· Effectiveness of Existing Countermeasures (administrative and engineering)

6. ANALYZE  RISK AND DEVELOP A PRIORITIZED RISK REDUCTION PLAN

6.1 Conduct a Risk Assessment for Each Vulnerable Critical Control Point, Factoring:

· Likelihood (Probability) of Incident

· Effectiveness of Existing Countermeasures (Controls)

· Potential Consequences of Incident on People and Mission

6.2 Rank Vulnerable Critical Control Points by Relative Risk Level

6.3 Include Suggested Corrective Control Actions for Each Vulnerable CCP

