Attachment 2c


WATER VULNERABILITY ASSESSMENT CRITERIA

POTABLE WATER EMERGENCY (CONTINGENCY) RESPONSE PROGRAM FOR INTENTIONAL AND UNINTENTIONAL THREATS

1.  Validate CE Readiness Flight (CEX) Elements

· Determines the types of manmade and natural disasters that threaten the installation

· Develops, in conjunction with BE, the WMD incident detection and monitoring program.   
· As owner of the CE Contingency Response Plan, ensures the plan is periodically updated by appropriate subject matter experts (i.e., CEO, CE Fire Department (CEF), etc.) 

· Assists the exercise evaluation team (EET) chief in developing response exercises 

· Advocate to include scenarios involving water asset/infrastructure, to allow CE Control Center personnel (CEO), Water Utilities (CEOIU), CEF, and BE to exercise contingency response duties, scenarios should include local supplies if the water source is off-base. 

· Ensures planning coordination, with the Local Emergency Planning Committee (LEPC)  

2. Validate Civil Engineering Operations Flight (CEO) Elements 

· Has established effective relationships with commercial infrastructure providers to address all vulnerability issues and ensure infrastructures are available as required 

· Ensures an effective Utility Contract/Agreement exists with purveyors that addresses vulnerability cooperation, supply assurances, and accessibility (if necessary)

· The CEO EET member, in coordination with Bioenvironmental Engineering and Fire Dept EET members, develops and submits scenario inputs involving water assets and infrastructure to the EET Chief for inclusion in wing and unit exercises

· As the primary technical developer of the potable water component of the CE Contingency Response Plan (CRP), periodically reviews and updates the component

· The CRP incorporates applicable information from Vulnerability Assessments that meet the criteria of the SDWA, Section 1433, “Terrorist and Other Intentional Acts”. 

· The CRP provides sufficient guidance and information to enable CE personnel to respond quickly and effectively to all contingencies, in order to maintain or restore the installation’s operational capability to meet its wartime or peacetime missions    

· The CRP includes actions, procedures, and identification of equipment that can obviate or lessen the impact of terrorist attacks, other intentional actions, and non-intentional incidents on the safety and supply of potable water provided to consumers.  As a minimum, the CRP: 

· Identifies all viable/approved primary, alternate, and emergency potable water sources (including mutual aid from nearby DoD facilities)

· Identifies all primary and alternate nonpotable water sources, both on and nearby off base 

· Includes accurate utility distribution system drawings showing locations of critical isolation valves and emergency bypasses

· Details system mitigation and restoral actions, including response team ‘’Grab-n-Go’’ checklists

· Lists specific contacts at other DoD installations, local contractors, or other sources, and the types and quantities of equipment they possess, and restrictions on their availability

· Includes appropriate contracts, agreements, and memorandums of understanding (MOU)

· Includes a Water Demand Reduction Plan (AFPAM 10-219 Vol I A3.18.6 Contingency Disaster Planning) and a Priority Facilty Return-to-Service Plan 

3.  Validate CE Water Utilities (CEOIU) Elements  

· Personnel (both military and civilian) are sufficiently trained to respond to potable water disruption and contamination contingencies (i.e., identifying critical valve locations, operating and maintaining reverse osmosis water purification units (ROWPUs), etc.) 

· Retains appropriate staffing and procedures (e.g., on-call) to quickly and effectively respond to potable water contingencies 24/7 

· Maintains sufficient equipment and material (e.g., spares, emergency back-up, emergency treatment, communications equipment, transportation, etc.) to respond quickly and effectively to all credible potable water contingencies 

· Keeps up-to-date system maps showing critical valve and emergency bypass locations, and appropriate contingency response checklists on hand (e.g., within response vehicles)  

· Assists CEO with updating the CE CRP as necessary, and voice concerns if provisions for appropriate support elements are not in place (e.g., contractors 

· Ensures emergency generators, generator fuel, communications equipment (e.g., radios, SCADA), and other contingency response equipment and material are being maintained as required by outside offices (i.e., Power production, Communications Squadron, etc.)

· Ensures proper procedures are followed for disinfection and notifying Bioenvironmental Engineering after main breaks and installations.    

· Ensures the Fire Alarm Center is alerted when mains or Fire Suppression Systems are out of service due to scheduled work or unforeseen events (e.g., line breaks)

4. Validate CE Fire Department (CEF) Elements  

· Has determined, in conjunction with CEO or CE Engineering (CEC), peak fire flow demand requirements for the installation

· Ensures hydrant flow tests are conducted annually, and that results are reviewed to identify pressure and flow problems in particular areas of the installation 

· Is aware of potable water system deficiencies that do not meet peak fire flow demands overall, or for particular installation facilities

· Has taken appropriate steps to advocate system upgrades, as necessary

· Has identified and listed alternate, nonpotable water sources for firefighting (e.g., emergency water storage (EWS) tanks, swimming pools, ponds, lakes, rivers, ocean, wells, etc.)

· Is equipped and trained to quickly draft from emergency water sources

· Ensures that EWS tanks are properly maintained and topped off

· Maintains written mutual aid agreements with neighboring community or DoD fire departments    

· Ensures new facility and water system construction designs are being coordinated and reviewed through the Fire Dept to ensure firefighting requirements are being addressed

· Ensures the Fire Alarm Center is being alerted when mains or Fire Suppression Systems are out of service due to scheduled work or unforeseen events (e.g., line breaks) 

5. Validate Bioenvironmental Engineering (BE) Elements

· Personnel (both military and civilian) are sufficiently trained to respond to potable water contamination contingencies 

· Retains appropriate staffing and procedures (e.g., on-call) to quickly and effectively respond to potable water contingencies 24/7 

· Maintains the BE Team Annex for the Medical Contingency Response Plan (MCRP), which outlines support to the base:

· Monitoring of base water supply to ensure potability, vulnerability and survivability
· Monitoring of chemical, biological, and radiological hazards
· Updates and maintains MCRP Annex checklists, designed as quick reference, chronological lists of actions required in any given situation (e.g., water contamination incidents, suspected or actual, intentional or accidental)  

· Maintains appropriate equipment and supplies to sample and analyze water for known or unknown contaminants in the event of a suspected or actual contamination incident (e.g., appropriate screening kits, sample containers and preservatives, bomb or Kemmerer discrete samplers for stratified tank sampling, etc.)
· Ensures provisions are in place with base agencies and support lab(s) to expedite contingency monitoring, shipping, analysis, and appropriate funding 24/7

· Has established provisions for sample chain-of-custody handling and evidence preservation
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