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Attachment 1

Responsibilities and Requirements for Water Vulnerability Assessments (WVA)

 and Emergency Response Plan (ERP)
Responsibilities.  A team of functional experts will conduct Air Force (AF) WVAs and update the ERP’s water system related sections.  The team’s experts will include, at a minimum, Bioenvironmental Engineering (BE) and Civil Engineering (CE) and be supported by the installation Antiterrorism Officer (ATO).  The assessment team may include contractor support for each of these areas.  AF WVA responsibilities are defined by this policy and existing Air Force Instructions (AFI 48-144, Safe Drinking Water Surveillance Program, AFI 48-119, Medical Service Environmental Quality Program, AFI 10-245, Antiterrorism, and AFI 10-2501, Full Spectrum Threat Response (FSTR) Planning and Operations.)  In accordance with current AF policy, BE is responsible for WVA requirements and CE is responsible for updating water system related ERP requirements.  BE will work directly with the other water system functional experts to adequately evaluate the installation’s (and geographically separated units’) entire drinking water system using standardized criteria.  Each functional expert will facilitate the team’s efforts within their respective functional and operational areas during the WVA process (i.e., ensure access to locked areas, provide necessary safety equipment, coordinate interviews, etc.).    

Requirements.  

1) Scope.  AF WVA requirements fall under force protection, civil engineering, and medical programs.  WVA and ERP requirements are mandated by various AFIs and, for regulated/unregulated community water systems (CWS) serving more than 3,300 people, are mandated by the Safe Drinking Water Act (SDWA), as amended by Section 401, Title IV of the Public Health Security and Bioterrorism Preparedness and Response Act of 2002, U.S.P.L. 107-188, 116 Stat. 594.  It is AF policy that all AF drinking water systems serving greater than 25 consumers including: overseas systems that produce water and/or are provided water by a local supplier, consecutive or unregulated public water systems (PWS) in the U.S. and its territories, and all small non-community PWS in the U.S. and its territories will comply with all technical provisions of Section 401, except that any such systems which are not subject to the SDWA Section 1433 WVA requirements will not comply with EPA reporting requirements.  Privatized Systems and single buildings (such as an office building) connected to a municipal water system do not require a separate WVA.  Security and water managers of these systems are encouraged to work with their suppliers to obtain relevant vulnerability assessment information and are encouraged to perform abbreviated WVA(s) addressing the applicable criteria contained in Attachment 2. 

All drinking water systems included in this policy must have a WVA completed and the installation’s water system related ERP updated to reflect WVA findings.  System WVAs must be completed according to AF developed criteria (Atch 2) and according to AF-unique compliance deadlines (Atch 4).  For systems with WVAs due no later than 30 June 04, each system shall update their installation ERP and complete an EPA ERP certification no later than 31 Dec 04.   

2) Criteria.  While individual MAJCOMs may maintain their own requirements for WVAs and subsequent reports, at a minimum they must include the criteria specified in all sections of Attachment 2.  These criteria have been developed for use at the installation level and promote consistent reporting, adequate force health protection, and compliance with EPA guidance.  While many assessment tools are available, that could meet some of the AF criteria, an EPA-approved example assessment guide has been developed to incorporate the AF criteria and is provided in Attachment 3.  Installations that have already conducted WVAs or other vulnerability assessments on the water system using other criteria should review Attachment 2 to ensure compliance with AF WVA policy.      

A comprehensive assessment addressing all the criteria in Attachment 2 will be completed not later than the deadlines specified in Attachment 4.  Installations shall continue with annual WVA procedures defined under existing AFIs (e.g. AFIs 48-144/119) and are encouraged to phase-in the criteria established in this policy as resources permit.  Air Staff will work to incorporate the intentional threat criteria defined in Attachment 2 into existing annual installation and Higher Headquarters (HHQ) VA programs with direct involvement of functional experts (e.g., BE, CE, SF).  Unintentional threat criteria will continue to be assessed locally on a schedule defined by federal or state laws, OEBGD/FGSs or AFIs, typically a three year schedule for surface water sources and a five year schedule for ground water systems.  Due to similarities in the assessment process, local unintentional threat assessment teams are encouraged to coordinate and coincide their assessments with the annual installation VA process.  

3) Security.  Data collected during the WVA/ERP process should be controlled for security reasons and the final WVAs and ERPs should be appropriately classified.  Existing WVA reports should also be appropriately classified, maintained and stored.  In circumstances where existing reports are not classified or stored appropriately, consider efforts to reclassify these documents and control the distribution of the reports to authorized personnel.  Only personnel with appropriate security clearances will be allowed access to these reports.  New WVA reports that describe antiterrorism or force protection findings should be classified in accordance with the Defense Threat Reduction Agency Force Protection Security Classification Guide.   Assessment reports that address only sanitary issues and contingency response programs should be marked FOR OFFICIAL USE ONLY.  This will alleviate problems encountered at the installations disseminating WVA findings and recommendations that are not specifically AT/FP in nature.  

4) Reporting.  EPA regulated CWSs, including consecutive CWSs, serving > 3,300 people must submit the WVA, WVA certification and ERP certification to the EPA through accepted AF procedures.  Due to unique AF and EPA report submittal requirements and existing DoD security requirements, transfer of WVAs and certifications will be accomplished as follows:  Final WVAs, for this one-time EPA requirement, will be submitted using Secret Internet Protocol Router Network (SIPRNET) while WVA and ERP certifications can be submitted via SIPRNET or normal e-mail.  Each installation will submit their WVA and certifications to their respective MAJCOM/Bioenvironmental Engineer (BEE).  MAJCOM BEEs will submit WVAs to a single account at: SGZE.group@af.pentagon.smil.mil and both WVA and ERP certifications to: SGZE.group@pentagon.af.mil.  All WVAs and certifications will be sent to AFMSA/SGPE, no later than three weeks prior to the AF deadlines established in Row 1 of Atch 4.  Air Staff couriers will hand-deliver all WVAs and certifications from AFMSA/SGPE to the EPA, in accordance with EPA security instructions.  All other PWS will retain all their WVA reports for internal-use only and will not release WVAs or ERP certification to the EPA.   

5) Funding.  To ensure compliance with the SDWA/Section 401 and this AF policy, as applicable to each water system, completion of the initial WVA and the initial update of the installation’s water system related ERP are considered eligible for environmental funding and should be programmed and accomplished as “Level 1” environmental projects (e.g., ILE 31 Jan 01 policy, Environmental Quality/Real Property Maintenance Funding Eligibility Guidance for Non-Recurring Infrastructure Projects.)  To reduce the financial burden on installations, portions of existing water system documents that address criteria established in Attachment 2 may be used to meet or supplement the requirements of this policy.  Examples of this information include: previously conducted WVAs, other vulnerability assessments on the water system, or publicly available resources including water related web sites.  However, regardless of the source of WVA data, all criteria listed in Attachment 2 must be assessed for complete compliance with this policy.   

Corrective and mitigating actions necessary to eliminate vulnerabilities identified by the WVA that cannot be effectively mitigated by changes to the ERP must be appropriately prioritized, programmed, sourced, and accomplished in accordance with ILE policy (e.g., ILE 31 Jan 01 policy) or AT/FP funding policy.  Individual MAJCOMs are responsible for programming and sourcing funds and correct the findings and vulnerabilities identified with their MAJCOM-specific 3400 appropriations.  The WVA identified findings and vulnerabilities compete within the overall AT/FP umbrella based on MAJCOM priorities.  

6) Findings.  In accordance with AFI 10-245, The Air Force Antiterrorism (AT) Programs, all vulnerabilities related to intentional water system threats should be provided to the local FPWG and ATO for potential loading into the Vulnerability Assessment Management Program (VAMP) to ensure the findings are appropriately tracked and monitored. Findings are specific issues or circumstances that can be exploited to cause the installation to suffer a definite degradation of public health or mission capability as a result of having been subjected to intentional or unintentional acts. 

The Vulnerability Assessment Management Program (VAMP) may be used to track and prioritize findings related to the some of the criteria specified in Attachment 2.  The WVA team will coordinate all findings with the installation VAMP manager.  Findings appropriate for inclusion will be loaded and prioritized in VAMP.  The WVA Team may generate a report of intentional and unintentional risk-prioritized findings for each individual drinking water system and provide this information to the installation’s risk managers.  For systems reporting to the EPA, risk-prioritized findings must be included in the report. 
7) Emergency Response Plans.  CE will update the installation contingency response plan for water utility actions in response to man-made or natural/sanitary findings identified by the WVA Team.  CE will incorporate this guidance into the installation’s local water system related ERP.  The ERP must delineate the organizational structure within the installation that will be responsible for incident response and management.  This structure should identify specific roles and responsibilities for decision-making, logistics, operations, incident response, and public health.  CE will ensure the water system related ERP is coordinated with base agencies to include law enforcement, Office of Special Investigations, medical, public affairs, and non-base agencies including: appropriate state and local emergency response organizations, regulatory authorities, local water suppliers, and local government officials, as appropriate.  As a reminder, normal notification to health and/or environmental agencies is required when the result of an incident prevents the utility from meeting existing regulations (e.g., Safe Drinking Water Act, Clean Water Act, etc.).  In the event of an incident that is suspected or confirmed to be a disruption of the water system or jeopardizes public health, additional sampling may be required by AF, local, or state officials and should be coordinated with the installation BE and CE.   

8) Long Range Objective:  AFMSA and ILE, supported by XOF, will continue to work the long-term solution for the WVA process by incorporating detailed water assessment criteria into a future “10-series” (i.e., Operations) AFI.  Formalizing the criteria into an overarching AFI will assist in moving these criteria into the existing comprehensive AF vulnerability assessment protocols used by installation and higher headquarters teams.     
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